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Table 1: Data structure access

Resource CPU Device
RX Buffer pool Write only Read only
Status ring Read only Write only
TXFIFO Write only Internal resource
Device RX Registers Write only Internally maintained
Device TX Registers Read only Internally maintained
Fig. 3

Table 2: Device Registers

Register CPU Access Use

- Contains the count of the available
RX Write only accumulator
Buffer Gount Y buffers in the receive buffer pool.

Contains the count of free status ring

i i Wri | |
Free Status Ring Entries rite only accumulator entries.

TX FIFO Free entries Read only status gﬁ:rgaézs;rtgs count of free transmit

Fig. 4



U.S. Patent Aug. 4,2009 Sheet 3 of 6 US 7,571,216 B1
63 47 39 0
Buffer length Buffer address
Fig. 5
63 47 39 0
Buffer length S|E Buffer address
Fig. 6
31 15 7 43 0
Action dependent data T| Action code
Receive packet
Total length # of buffers 0000
Transmit complete of packet
Total length 0001
Receive packet with error
Total length #ofbuffers | Error| 1 000
Transmit complete with error
Total length Error 100 1
Status ring overflow
1010

Fig. 7
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NETWORK DEVICE/CPU INTERFACE
SCHEME

BACKGROUND OF THE INVENTION

One architecture, depicted in FIG. 1, that is commonly
used for network devices is a single device interface including
a centralized shared memory scheme, where a CPU and net-
work device communicate via a shared memory. Various
schemes are used to manage this interface, with a very com-
mon and popular scheme being a set of ring descriptors con-
taining the common data, where a device will use descriptor
rings accessed by both the device and CPU. For example in
the receive mode, these descriptor rings work by the CPU
initializing each entry with a buffer address/length, and set-
ting a device OWN bit.

The device will be polling the descriptor ring, and when a
packet is received, the next descriptor is used to indicate
where to put the data. After a block of data is received, the
descriptor is updated by the device with a received length and
the OWN bit cleared. The CPU will check the descriptor entry
(maybe driven by an interrupt) and if the OWN bit is clear, use
the status value stored in the descriptor to process the received
buffer. Usually, the CPU keeps a shadow copy of the descrip-
tor ring to hold management information, such as the meta-
data of the buffers.

The transmit side is usually similar to the receive side,
except that the CPU has to revisit the ring to process the
completed transmission of the packet.

This scheme has been used for many devices, but has some
drawbacks:

Because the OWN bit is used to indicate ring entry owner-
ship, the CPU and device have to read and write the same
memory. Thus, the memory cannot be cached by the
CPU without performing an invalidate for every access
to the ring.

When the descriptor is read by the CPU, it contains data
that is not used by the CPU, i.e., the buffer address and
length. Thus the amount of data to be read by the CPU in
processing the ring is larger than it need be.

To reduce the cost of reading the ring, sometimes the CPU
can access the descriptors via a cached view of the
memory, and also prefetch the data. By having larger
descriptors, the number of descriptors read in each cache
line is reduced.

Because each descriptor is based on a scatter/gather buffer,
several ring descriptor entries may have to be processed
for each packet.

Often the receive and transmit rings have similar descrip-
tors, but this does not need to be the case.

Whilst this has been in common use, it is not an optimal
scheme, especially as network interfaces have become faster,
and CPUs are not keeping up with the processing of packets
using a standard ring descriptor scheme. Another factor is that
more modern CPUs generally have caches that allow data to
be processed in chunks, support write posting (where 1/O
writes proceed without stalling the CPU), and cache prefetch-
ing, which allows early prefetch of data without having to
stall the CPU. Some newer CPUs are even I/O cache coherent,
which means that if a device is accessing the same memory as
the CPU, this causes the corresponding cache lines to be
automatically invalidated in the CPU.

Another issue is avoiding one fast interface from monopo-
lizing all available resources when only a single interface is
used to multiplex tx/rx (transmit/receive) streams from mul-
tiple line cards and interfaces.
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Accordingly, a shared-memory scheme that utilizes CPU
resources in a more efficient way and that can avoid interface
monopolizing is required.

Another bottleneck with existing systems is that a typical
packet transmission involves a CPU writing one or more
buffer addresses and control information into one or more
transmit descriptors of the controller chip. After notification
of the new data, the controller chip reads the data from the
buffer and transmits on the egress path. After transmission the
controller updates the descriptor to indicate completion of the
operation to the CPU which cleans up and prepares for the
next transmission.

A system, designed by the assignee of the present applica-
tion, utilizes a Broadcom 1250 CPU connected to an HT-
FPGA (Field Programmable Gate Array) over the Hyper-
Transport® (HT) bus as one of its egress paths. The
HT-FPGA connects the line cards to the HT interface of the
processor. [t is responsible for delivering the packets from the
line cards into the processor packet memory in the ingress
direction and pulling the packets off the memory and trans-
mitting them to the line cards in the egress direction. It is also
responsible for handling the line card egress flow control.

A transmit descriptor ring is used to pass packet buffers for
transmission by the HI-FPGA. The HT-FPGA reads the
descriptor ring to get the pointer to the buffer for transmission
then programs CPU resources to perform the data reads and
sends on the egress path. Data transmission and manipulation
of'the descriptor ring has to be done over the HT bus. The HT
bus is very inefficient on read operations but is very efficient
on write operations.

The inefficiency of read operations on the HT bus is related
to the following: 1) that memory accesses have to be tightly
coupled to the HT read command from an external device,
and 2) the number of outstanding HT transactions supported
at any given time is limited.

Having memory accesses tightly coupled to the HT read
command reduces the efficiency of read operations because
the device must wait for a response from the target device
causing increased latency, and since the number of transac-
tions supported is limited, and HT read transactions can only
be issued as long as support for the transaction is available.

On the other hand HT write operations are very efficient for
several reasons: HT writes are posted and the writes can be
overlapped for efficient pipelining, more HT write transac-
tions can be outstanding than HT read transactions at any time
due to the amount of required logic to support read transac-
tions, and, having more outstanding transactions to be in
process at any time causes the HT write transactions to be
more efficient than HT read transactions due to the increased
pipelining.

One approach to taking advantage of the write efficiency of
the HT bus is to write the transmit directly to the HT-FPGA.
This can be done in two ways.

A first approach is where the CPU writes the data directly
to the HT-FPGA.. This approach is very CPU intensive and not
desirable as the CPU is not doing useful work. Also there is a
limit to the number of writes that can be posted by the CPU.

A second approach is to use a DMA (Direct Memory
Access) engine to transfer the data to the HT-FPGA over the
HT bus. Even though the second approach is faster, the CPU
still has to program the data mover and maintain its descriptor
rings. Programming the data mover involves device write
cycles which are slower than the memory write cycles which
are cached and posted and also involves handling of an extra
interrupt coming from the data mover which wastes time in a
context switch.
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Accordingly improved techniques are needed for transmit-
ting packet data without wasting precious CPU cycles.

Another waste of precious CPU cycles occurs during a
typical high level packet flow control process, which involves
the CPU receiving xon/xoff flow control status from an inter-
face by using either polling, interrupt, or event messaging
techniques. The CPU then writes the information to an xon/
xoff table for use by the software packet transmit routine.

Each entry in the xon/xoff table represents the packet trans-
mit status for a specific interface. A transmit routine checks
the xon/xoff table for a specific interface prior to packet
transmission. If the interface table entry indicates an xon
status the packet is transmitted. If the interface table entry
indicates an xoff status then the packet is placed in a holding
queue until the interface entry status has been updated to
indicate an xon status. When transitioning an interface table
entry from an xoff to xon status, the CPU must check if
packets are in the holding queue awaiting transmission to the
interface. The packets are then placed back on the transmit
queue to be transmitted to the interface.

This typical packet flow control technique is CPU intensive
and requires many CPU cycles to implement the polling and
updating of the xon/xoff table entries. A technique that uti-
lizes fewer precious CPU cycles would be valuable.

BRIEF SUMMARY OF THE INVENTION

One embodiment of the invention is a new method of
CPU/network device interfacing that takes full advantage of
the facilities of modern CPUs, with an emphasis on requiring
minimal CPU costs (maximum CPU performance) when
interacting with the network device. Also supported is the use
of this interface for multiplexing multiple line cards without
having one line card unfairly monopolizing the available
resources.

Another embodiment of the invention includes elements
for: taking advantage of posted writes; using private shadow
data available only to the CPU to avoid replication of data in
the descriptor rings; not using memory which is both read and
write from both the CPU and the network device; avoiding the
use of OWN bits to remove the need to rewrite descriptors
after they have been processed; arranging the data structures
to allow maximum data to be obtained in a single cache line;
using budget counters to manage the allocation of resources
when the interface is used to multiplex several line cards; and
offloading management of the DMA descriptors to hardware
so that the CPU does not need to be involved.

In another embodiment of the invention, an Rx (receive)
buffer pool which is write-only by the CPU and read-only by
the device and a Status Ring which is write-only by the device
and read-only by the CPU are maintained in shared memory.
The status ring entries are small and many entries can be
prefetched to the cache for quick access by the CPU.

In another embodiment of the invention, the status ring
entries include a valid bit which is toggled by the device on
each access to indicate the end of the ring.

In another embodiment of the invention fair access to the
receive interface by a plurality of line cards is provided by
utilizing L.C budget values for each line card.

In another embodiment of the invention, a CPU module
having a data mover utilizes a data mover descriptor ring,
maintained by an interface module, to program the data
mover to transfer packet data from memory without using
precious CPU cycles.

In another embodiment, the data mover aligns byte data on
the fly for efficient transmission as word-aligned data.
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In another embodiment of the invention, an xon/xoff table
is maintained without CPU intervention. The CPU is inter-
rupted only during an xoff to xon transition so that the CPU
can service holding queues.

Other features and advantages of the invention will be
apparent in view of the following detailed description and
appended drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a conventional interface uti-
lizing data structures in a shared memory;

FIG. 2 is a block diagram of the data structures utilized in
an embodiment of the invention;

FIG. 3 is a table listing data structure access rules in an
embodiment of the invention;

FIG. 4 is a table listing register access rules in an embodi-
ment of the invention;

FIG. 5 is a diagram depicting the format of an Rx buffer
pool entry in an embodiment of the invention;

FIG. 6 is a diagram depicting the format of a Tx (transmit)
FIFO entry in an embodiment of the invention;

FIG. 7 is a diagram depicting the format of a status ring
entry in an embodiment of the invention;

FIG. 8 is a block diagram depicting an interface between
multiple interfaces and a CPU;

FIG. 9 is ablock diagram of a system including an interface
module (HT-FPGA) interfacing the line cards and a high
speed data bus coupled to the processor’s data mover and
memory;

FIG. 10 is a block diagram depicting processes performed
by an embodiment of the invention during packet transmis-
sion;

FIG. 11 is a diagram of an xon/xoff table;

FIG. 12 is a diagram of an entry to the xon status table; and

FIG. 13 is a flow chart depicting steps for maintaining the
xon/xoff table and xon status ring.

DETAILED DESCRIPTION OF THE INVENTION

Reference will now be made in detail to various embodi-
ments of the invention. Examples of these embodiments are
illustrated in the accompanying drawings. While the inven-
tion will be described in conjunction with these embodi-
ments, it will be understood that it is not intended to limit the
invention to any embodiment. On the contrary, it is intended
to cover alternatives, modifications, and equivalents as may
be included within the spirit and scope of the invention as
defined by the appended claims. In the following description,
numerous specific details are set forth in order to provide a
thorough understanding of the various embodiments. How-
ever, the present invention may be practiced without some or
all of these specific details. In other instances, well known
process operations have not been described in detail in order
not to unnecessarily obscure the present invention.

An embodiment of the invention will now be described that
address many of the problems described above. This embodi-
ment includes a novel interface between the CPU and the
device. Some of the underlying assumptions that underpin
this interface are:

The primary performance bottleneck of the system will be
the CPU and not the I/O subsystem, nor likely the
memory subsystem, so a strong goal is to minimize CPU
stalls and inefficiencies.

Memory latency is an issue to varying degrees depending
on the memory or devices being accessed, e.g., reading
a device register via the device memory bus may mean a
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significant stall for the CPU, with progressively less
impact for accesses to main memory, L2 cache, and L1
cache.

CPU writes are posted, but generating more writes than the
post buffers can accept will cause CPU stalls, e.g., ifa
series of writes were performed to a device, the first
writes will be posted, but beyond that, the CPU may stall
(the number of writes before stalling is dependent on the
specific CPU).

Advantage should be taken of the fact that the CPU is
keeping shadow data in non-shareable memory.

Thus, one of the objectives of the presently described
embodiment is to provide an interface that optimizes the CPU
utilization, takes advantage of prefetching and caching, and
minimizes the shared memory accesses and reads that may
stall the CPU. The arrangement of the data structures is
depicted in FIG. 2.

FIG. 2 is a high-level block diagram depicting a CPU
connected to, for example, a memory holding shadow data
structures, a network device including a transmit FIFO and
device registers, and a shared memory holding an Rx buffer
pool and a shared Tx/Rx status ring. The arrows show the
direction of read/write data.

The data structure layout depicted in FIG. 2 is designed to
minimize the CPU cost of managing the device and optimize
the use of caching to retrieve multiple data elements without
having to undergo cache coherency invalidation costs. An
important feature is the use of shadow data structures that can
be held in cacheable CPU memory, as a way of avoiding
placing extraneous data into shared memory data structures.

Another feature is the use of data structures that are read or
write only from either the CPU or device. FIG. 3 is a table that
lists the data structure access rules.

When resources are write only from the CPU, they can be
accessed viaan uncached view (or a cached view using cache-
write-through) using posted writes; these resources are read-
only from the device’s perspective, so that the CPU does not
undergo any cache coherency problems (causing stalls). If
they are read only from the CPU’s viewpoint, they can be
candidates for prefetching into a cached view.

Resource Descriptions

Device Registers

The device is initialized via a set of registers having access
rules depicted in the table of FIG. 4. Some registers are used
at initialization time to set the addresses and size of the
various resources. Others are accessed as part of the normal
operation of the device, and are used as follows (all are 16 bit
registers).

Accumulator registers are internal device counters that can
be updated by the CPU by writing a value to them—the value
will be atomically added to the internal counter. Thus writing
a value of 0 will be a null operation on that counter. Poten-
tially, if the device registers are adjacent in the device’s
address map, multiple registers can be updated using a single
write from the CPU. Upon a device reset, it is assumed these
counters will be cleared.

Rx Buffer Pool.

The receive buffer pool is a shared memory data structure
consisting of an array of 64 bit entries. The format of each
entry is depicted in FIG. 5.

The entry contains a buffer address, pointing to a scatter/
gather buffer. The buffer length indicates the size of the
buffer. The Rx buffer pool is a list of the scatter/gather data
buffers that the device uses to store the incoming data. The
device is programmed with a start/end address (or a start
address/count) of the array so that when the last entry in the
array is used, the device will wrap to the start of the array. The
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device register Rx Buffer count contains the number of cur-
rent valid buffers available to the device.

The typical use of this buffer pool is:

1. The CPU will initially populate the array with scatter/
gather buffers, and write the number of buffers into the
Rx Butffer Count device register.

2. As the device receives data, it will read the buffer pool
array sequentially to obtain bufters to place the data into.
Since the device has been programmed with the count of
valid buffers, it can prefetch a number of buffers in one
transaction to minimize overhead and latency.

3. As each buffer is used, the Rx Buffer Count is decre-
mented.

4. After the CPU processes the received packets, it will
repopulate the used entries. Once it has done so, it can
update the Rx Buffer Count device register by writing
the number of new entries. This will be accumulated into
the Rx Buffer Count. Since the buffer pool is write only
from the CPU, it can live in uncached space or cache-
write-through space so that the CPU can update the pool
using posted writes or a cache-line at a time. The CPU
maintains a private shadow copy of the scatter/gather
buffers, but in a software convenient format (e.g., a
linked list of the scatter/gather private headers).

Transmit FIFO

The Transmit FIFO is a device resource whereby the CPU
delivers packets to be sent. The FIFO appears to the CPU as a
single 64 bit register, which the CPU will write. FIG. 6 depicts
the format of a transmit FIFO entry.

The S and E flags indicate the Start and End of packet,
respectively. It is assumed that the device would not start to
transmit a packet until the last buffer (i.e., the buffer flagged
with an E) is in the FIFO. The CPU transmits a packet by
writing sequential entries into the FIFO. The Tx FIFO Count
register is used by the CPU to know how many free entries
there are in the FIFO, so that no overflow occurs.

Rather than reading this value every time a packet is to be
transmitted, the CPU will maintain a shadow count, and only
read the device register when the shadow count goes to zero
(the value could even be prefetched to avoid stalls). This
conceivably could be implemented in shared memory as a
transmit ring, but this implies the device either has to poll the
shared memory ring for new packets to send, or the CPU must
inform the device when new data has been placed on the ring
for transmitting (i.e. by providing an index of the last entry).

By maintaining this as a FIFO in the device itself, the
device will detect immediately when new packets are to be
transmitted, and can even start prefetching data if required
(though the packet transmit would not start until all buffers
are in the FIFO).

Status Ring

The status ring is an array that is written by the device and
read by the CPU. It is used as the primary means of passing
status information to the CPU about received and transmitted
packets and any error events. FIG. 7 depicts the format of
entries in the status ring, where each entry is a 32 bit wide
discriminated union, with the discriminator being a N (~4) bit
action code.

Other device status events could be included in the status
ring as well by defining separate action codes. Because the
status ring entry is only 32 bits, a number can be prefetched as
one block if a cached view of the status ring is used. Each
entry contains an action code, and a T (toggle) bit. The toggle
bit operates instead of an OWN bit, and indicates the current
end of the ring. When the device writes the first pass of the
status ring, the T bit is set to 1, and on the next pass, it is set to






